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GRISWOLD

607 Main Street
P.O. Box 640
Griswold, Iowa 51535

February 1,2011

BY ELECTRONIC FILING

Marlene H. Dortch, Secretary
Federal Communications Commission
umce 01 me ::;ecretary
445 12th Street, SW
Washington, DC 20554

COOPERATIVE TELEPHONE
"A Locally Owned Company"

www.griswoldtelco.com

COMPANY

Phone: 712-778-2121
Fox: 712-778-2500

RE: Certification of CPNI Filing (December 31, 2010)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30,2006, Griswold Cooperative Telephone Company hereby files rts most recent
certification regarding its compliance with the rules of the Federal Communications
vOl1ll1llSSl0n set TOnn In 4/ V.I- .K. f-an 04, ::>uopan U.

If you have any questions, please feel free to contact me at 712-778-2121.

Robe . rogo
Executive Vice President/General Manager

cc: Best Copy and Printing, Inc. - via FCC@BCPIWEB.COM



GRISWOLD

607 Main Street
P.O. Box 640
Griswold, Iowa 51535

COOPERATIVE TELEPHONE
"A Locally Owned Company·

www.griswoldtelco.com

COMPANY

Phone: 712-778-2121
Fax: 712-778-2500

Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2010

1. Date filed: February 1, 2011

2. Name of company covered by this certification: Griswold Cooperative Telephone
Company

3. Form 499 Filer ID: 803316

4. Name of signatory: Robert A. Drogo

o. IllIe or signatory. t:xecuuve vice t"reslaenlJl.:>eneralManager

6. Certification:

I, Koben A. lJrogo, certlry that I am an officer or me company l1amed above, and acung as
an agent of the company, that I have personal knowledge that the company has
established operating procedures that are adequate to ensure compliance w~h the
Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
proceaures ensure mat me company IS 111 compliance with the reqUirements \lnCludlng
those mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory
review) set forth in section 64.2001 et seq. of the Commission's rules.

I ne company nas nOllaKen any acuons V.e., proceedings II1Slllutea or pelllions Tiled oy a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year.

The company has not received any customer complaints In the past year concerning the
unauthorized release of CPNI.

I ne company represents ana warrants mat me above cenlllcatton IS conSISlem wltn 4/.
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The
company also acknOWledges that false statements and misrepresentations to the
Commission are punishable under Title 18 of the U.S. Code and may subject it to
enforcement action.

ogo
ce President/General Manager



Griswold Cooperative Telephone Company
607 Main

P.O. Box 640
Griswold, Iowa 51535

Accompanying Statement

Griswold Cooperative Telephone Company CCompanv") lII3intains the followinj!. operatinj!. procedures to
ellSlm: compliance ",ith the rules set forth in 47 C.F.R Part 64, Subpart U:

Se~tion 64.2005 Use of customer proprietary network information without customer
approval

(a) Any telecommunications carrier may use, disclose, or pennit access to CPNl for the purpose of
providing or marl<eting service offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(1) If a telecommunications carrier provides dillerent categories of service, and a customer
subscribes to more than one category of service offered by the canier, the carrier is pennitted to share
CPNl among the carrier's affiliated entities that provide a service offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is not pennitted to share CPNl with its
affiliates, except as provided in §64.2007(b).

(b) A tetecommumcanons camer may not use, disclose, or peomt access 10 LPNt to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval 10 do so, except as described in
paragrapb(c) of tins sectioll

(l) A wireless provider may use, disclose, or pennit access to CPNI derived from its provision of
CMRS, without cu:."1.omer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or pennit access to CPNl derived from its provision of local exchange service or
interexchange service, withont customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval senices, fa" store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identiry or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNl to track all customers that call local service competitors.

(e) A telecommunications carrier may use, disclose, or pennit access to CPNl, withont customer
approval, as described in this paragtaph (e).

(1) A leleconullumcalions carrier may use, disclose, or pernnl access 10 CPNI, witlloul cuslomer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may usc, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS.

(3) LECs, CMRS providers, and interconnected VolP providers may use CPNl, without customer
approval, to market services formerly known as adjullet-to-basic services, such as, but not limited to, speed
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dialing, computer-provided directory assistance, call monitoring, eall tracing, call blocking, call return,
repeat dialing, call tracking, eall waiting, ealler I.D., eall forwarding, and certain Centrex features.

(d) A telecommnmcal1ons camer may use, dISClose, or penmt access to CPNI to protect the nghts
or property ofthe carrier, or to protect users ofthose services and oiber carriers from fraudulent, abusive, or
unlawful use of, or subscription to, such services.

The Company has adopted specific CPNI polu:ies to ensure that, in the absence of customer approval,
CPNI is only used by the Company to provide or market service offerings among the categories of
service (i.e., local, interexdrange, and CMRS) to which the customer already subscribes. The
Company's CPNI policies prohibit the sharing ofCPNI with affi.lUded companies, except as permitted
under llJIle 64.2005(a)(I) or with customer approval pursuant to llJIle 64.2007(b). The only exceptions
to these policies are as permitted under 47 u.s.c. of 222(d) and Rule 64.2005.

section b4.2U117 Approval required tor use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic
metbods.

(I) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating
tbat such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a ClLqomer's CPNJ obtained by a
telecommunications carrier must remain in effuct until the customer revokes or limifs such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

1n "it ciTcumSlJlnces Where customer apprtwai i$ required 10 use, disclose OT' permit access 10 t.-Jil'Y1, the
Company's CPNI policies require that the Company obtain customer approval through written, oral or
electronic methods in compliance with Rule 64.2007. A customer's approval or disapproval remains in
effeel until the customer revokes or limits the approval or disapproval. The Company maintains records
ofcustomer approval (whether written, oral or electronic) for a minimum ofone year.

tb} Use 0] UpI-UU! ana Upt-ln ApprOVal J'roc-esses. A tele-eommumcauons camer may, subject
to opt-<lut approval or opt-in approval, use ifs customer's individually identifiable CPNI for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-<lul approval or opt-in approval, disclose ifs customer's indivjdually identiliable CPNl, for the purpose
of marketing communications-related services to that customer, to its agents and its affiliates tbat provide
communications-related services. A telecommunications carrier may also pennit such person or entities to
obtam access to such CPNI lor such purposes. hxcept lor use and dtsclosure 01 CPNI that IS penmtted
without customer approval muler section §64.2005, or \hat is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier
may ouly use, disclose, or pennit access to its customer's individually identiliable CPNI subject to opt-in
approval.

The Company does nat use CPNI for any purpose (including marketing communications-related
services) and does not disclose or grant access to CPNIto any party (mcluding to agents or affiliates that
provide communications-related services), except as permitted under 47 U.S.c. § 222(d) and Rule
64.2005.

Section 64.2008 Notice reqnired for use of customer proprietary network information.
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(a) Notification, Generally. (I) Prior to any solicitation tor customer approval, a
telecommunications carrier must provide notification to the customer of the customer's right to restrict use
of, disclose of, and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronic, for at least one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

tC) Lontent oJ NotIce. Customer noWlcallon must proVIde S11111C1ent m1ormallon to enabte the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(I) The notification must state that the customer has a right, and the carner has a duty, under
federal law, to protect the confidentiality of CPNI.

(2) The notification must specifY the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer of his or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer ofthe precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subsClibes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences d.JrectIy resulting from the lack of
access to CPNI.

(4) The noWlcallon must be comprehensible and must not be nusteadmg.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, ana be ptaced m an area so as to be readJJy apparent to a customer.

(6) If any portion of a notification is l1ansIated into another language, then all portions of the
noWicallon must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carner s atlttny to Oner produCtS and servtces taIlored to the customer s needs. A carner also may staIe

in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer aJready subscribes from that carrier is valid until the customer
affirmatively revokes or limits S1lch approvdl or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification of a customer's CPNI rights.

Ike Company's CPNI policies require that customers be noliJied oj their right/;, ODd the l.."ompony's
obligations, with respect to CPNI prior to any solicitation for customer approval AU required customer
noti£es (whether written, oral or electronic) comply with the requirements of Rule 64.2008. The
Company maintains records ofaU required customer notU:es (whether written, oral or electronk) for a
minimum ofone year.
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(d) Nolice Requiremenls Specific 10 Opl-Out. A leleconununicalions carrier musl provide
notification to obtain opt-oul approval tbrough electronic or written methods, but not by oral
communication (except as provided in paragraph (t) of this section). "The contents of any such notification
must comply wilh lhe requirements of paragraph (c) oflhis section.

(I) Carriers must wait a 30-day minimum period of time after ~ving customers notice and an
opportunily 10 opl-oul before assuming cuslomer approval 10 use, disclose, or pennil access 10 CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable wailing pcriod for a response before approval is assumed

(i) In the case of an electronic fonn of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begin to run on the third day
following the date that the notification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to lheir customers every two
years.

(3) Telecommunications carriers that nse e-mail to provide opt-out notices must comply wilh the
following reqnirements in addition to lhe reqnirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e
mail regarding their service in general, or CPNl in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNl notices in order to
opt-out;

(Ill) Upt-out e-mail notIces that are returned to the carner as undelrverable must be sent to the
customer in another fonn before carriers may consider the customer to have received notice;

(iv) Carriers thaI use e-mail 10 send CPNlnolices musl ensure thaI Ule subjeclline of U,e message
clearly and accurately identifies the subject matter of the e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and lhat is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to etteetuate that chOIce whenever they choose.

The Company does not currently soli.cit "opt out" customer approval for the use or disclosure ofCPNI.
The Company does not use CPNI for any purpose (",eluding nuukeiing eommunications-rehded
services) and does not disclose or grant access to CPNI to any plll1y (Including to agents or affi60tes that
provide eommunicotions-related services), except as permitted under 47 U.S.c. § 222(d) and Rule
114.2/1/15.

(e) Notice Requirements Specific 10 Opl-In. A telecommunications carrier may provide
notification to obtain opt-in approval through oral, written, or electronic methods. "The contents ofany such
notification must comply with the requirements ofparagraph (c) of this section.

The Company does not currently saIU:it "opt in" customer approvalfor the use or disclosure ofCPNL
The Company does not use, disclose or grant access to CPNI for any purpose, to tlII.JI plll1y or in any
manner that would require a customer's "opt in" approval under the Cmnmission's CPNI Rules.

(t) Notice Requirements Specific 10 One-Time Use ojCPN/. (1) Carriers may use oral notice to
obtain limited, one-time use of CPNl for inbound and outbound customer telephone contacts for the
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duration ofthe call, reganlless ofwhether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2)t1)e contents 01 any such nolJtteatlon _ comply With the requtrements at paragmpIl ~c) 01
this section, except thallelecommunications carriers may omil any of the following notice provisions ifnot
relevam to the limited use for which the carrier seeks CPNl:

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
10 maintain the opl-out election;

In) UImers need not a<Ivlse CDSlomers tllat they may sllare LYNi WIth then atIl1lales or tlwd
parties and need not name those entities, if the limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party:

(ill) Camers need not disclose the means by whtch a customer can deny or WIthdraw fiJture access
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

ltv} Lame,,; may omu QIsclosme ot tile precise sreps a CUsrotnef l!IIISI. tai<e 10 order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to his
CPNl for the call.

I" instances ",he,e the Company seeks one-time eUsWlIIer approval for the u.e 0' tIisclosure ofCPNI,
the Company obtains such approval in tUXO,donce with the disclo.ures, methods and requirements
contained in Rule 2008(j).

(a) Telecommunications carriers must implement a system by which the status of a customer's
CPNI approval can be clearly established prior 10 the use ofCPNI.

The Company'. billing system allow. authorized company personnel to easily tktermine the status ofa
customer's LPNI tlpproval on the custome, _ screen prior to the _ or disclosure oj CPNL

(b) Telecommunications carriers must tIain their personnel as to when they are and are not
authonzed 10 use CPNI, and earners must have an express l\tsclp1tnary process 10 place.

The Company hIlS established CPNI compliance policie.s that incblde employee training on restridiDns
on the use and disclesure of CPNI and rt!lfi4ired safegwmds to pruted ognimt IIlUlUthorized use or
disclosure ofCPNL Employees have signed that they understand the CPNI policies and II violation of
tho.'" polkies wiU result in di.cip/inary actimJ.

~c) All earners shall mamtun a reconl, eleetromcally or m some other manner, ot theIr own and
their affiliates' sales and marketing campaigns that use their customers' CPNl. All carriers shall maintain a
record of all instances where CPNl was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must mcIude a descrlpllon of each campaign, the specific CPNI that
was used in the campaign, and what products and services were ofrered as a part of the campaign. Carriers
sball retain the record for a minimum of one year.

The Compony's CPNIpolkies require that gfJ sales and morketing campaigns incIuJing those ntilizing
CPNI be recorded and kept on fde for at letl!it one year. Records are also maintoinedfor disclo.ure or
access to CPNI by thirdpartie... The records iacIude the required informaliDn list£d in Rille 64.2009(c).

(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for ont-bound matketing situations and maintain records of carrier
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compliance for a minimum period of one year. Specifically, sales personnel must obtain supeIVisory
approval of any proposed out-bound marlu:ting request for customer approval.

The Company's CPIYI policies require emplnyees w obtain approval from the Company's CPNI
Compliance Officer for all marketing campaigns, induding those utilhing CPNI, prior to initiating the
campaign. Record of the marketing campaigns, along with the approprlote supervisory approval is
maintainedfor at kast oneyear.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file
with the Comnusslon a compliance certificate on an annual basis. The oillcer must state in the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart The carrier must provide a statentent
accompanying the certificate e"'P\aining how its operating procedures ensure that it is or is not in
compliance with the rules in this subpart In addition, the carrier must inclnde an explana1ion of any
actions taken against data brokers and a summary of all customer complaints received in the past year
concerning the unauthorized release of CPNI. This filing must be made armnally with the Enforcement
Burean on or before March I in EB Docket No. 06-36, for data pertaining to the previous calendar year.

The required oJJker certifwation, actions taken against data brokers and summary of customer
complaint documents are included with this accompanying statement. The Company will file these
documents on an annual basis on or before March 1for data pertaining to the previous calendor year.

(f) Carriers must pro"ide written notice within five business days to the Commission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(t) 1he nouce stIaU be III the 10rm 01 a teuer, and SI1llU mclul1e the carner s name, a descnpuon ot
the opt-out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether the relevant state commission(s) has been notified and whether it has taken any
actIOn, a copy ot the notice prOVll1ed to customers, and contact mtormahon

(2) Such notice must be submitted even if the carrier offers other methods bY which consumers
may opt-out.

The Company does not currently solicit "opt out" customer approvalfor the use or disclosure ofCPNL

Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain 11Danthoriz.ed access to CPNI. Telccomffiunications carriers must
properly authenticate a cnstomer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in-store visit.

The COIlrpllll)"s CPi'l1 policies and employee training include reasonable measures w discover and
protect against activity that is intlicative ofpretexting and employees are instructed to notifY the CPNI
Compliance OJJker ifany such acfivity is suspected.

(b) lIdephone access to CPNJ. Telecommunications carriers may only dIsclose call detail
infonnation over the telephone, based on customer-initiated telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
me carner asJrntg tor real11.ly aVaIlable blOgraplucat mtormauon, or account mtormauon 11 the customer
does not provide a password, the telecommunications carrier may only disclose call detail infonnation by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customcr is able to provide call detail infonnation to the telecommunications carricr during a
customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss thc call detail infonnation provided by thc customer.
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The Compony's CPNIpouc.'ies emll1'e thot ill ,,,stilimet' is only abh! to accesIf CtI1l t1etDil informolion over
the telephone in one of the ~s listed in Rnle 64.2010(b). If the customer cannot remember their
password, they are prompted to answer a security question. Neither the password nor the sec.urily
q_ are "1ISCli on N!IlIiUy lIVlliIniJie IJwgrllpitU:ili injormmiml 01' IlCCOUm IIIj_ t.u$lOlllU
service represenfJltives are instructed to IIIIt1Jenticote customers over the telephone in all ittstmwes except
in the CiJlSl! where the customer provides the call tIetDil information without the assisttmce of the
Company.

(c) Online access to CPNI. A telecommunications carrier must authenticate a customer without
the me of readily available biogrnpbical information, or account information, prtor to allowing the
customer online access to CPNI related to a telecommunications service account. Once authenticated, the
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) of this section, \hat is not prompted by the carrier asking for readily
available biographical information, or account information.

The Company's customers do not currently have iJlCCCIfS to their CUXtHlntonline.

(d) In-Slore access 10 CPNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the telecommunications carrier or its agent a valid photo
ill matching the customer's account information.

The Company's CPNIpolicies al1uw the Company to disclose call tIetDil CPNl to the custillmer ot a retail
locolion after presenting a valUlphoto lD thot matches the customer's account information.

(e) Eslablishment '!f a Password and Back-up Aulhenticalion }"fethods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without
the use of readily available biogrdphical information, or account information. Telecommunications carriers
may create a back-ilj) customer authentication method in the event ofa lost or forgotten password, but such
back-up customer authentication method may not prompt the customer fOT readily available hiographical
information, or account information. If a customer cannot provide the correct password or the correct
response for thc back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Compony's CPlVI poIides allow fm ill few ....,S to estoblish ill pilSSWOrd, all of ..1iich ensure
complimrce with the above paragraph. Each method also allows the customer to establish a bacfv.up or
security question in the event that theyforget theirpos.DVOrd. In no event does the Company u..e readily
availabh! biographical information or account information as a bacfv.up question or as a tlfl!ans to
establish a passwordor authenticote the custotlfl!r.

(f) Notification of account changes. Teleoommunications carriern mnst notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
reqUIred when the customer IDltJates servtce, mcludmg the selecbon ot a password at seT\'lce lWbatlOn.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Company's billing system automatU:al!y generates a notification when 1mJ' of the fields listed in
Ruh! 64.2010(1) are created or changed. l'he Comptm)l then immediately notifies the customer through
carrier-originated vokemai1 or text message to the telephone number ofrecord, or by mail to the address
of record (never a new address) when required by Ruk 64.201O(f). The content of the notiflCoIion
complies JIith the requirements ofRule 64.:Z010(f).

(g) Business Cu.rtomer Fxemption. Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
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to their business customer ti13tl13ve both a dedicated accounl representative and a contract tilat specifically
addresses the carriers' protection of ePN!.

/ he l.ompany does not u1JhzE the IJUSlIIes5 customer exceprwn at tJus t»ru!.

ection 64.2011 otification of customer proprietary network information seeuri!)'
breach,,"-

(a) A telecommunications carrier shall notify law enforcemenl of a brcach of its customers' CPNl
as pl1Mdcd 111 tJus section. I he camer shall IlOl notlty Its customers or 4JSClose the breach publicly,
whether voluntarily or under stale or local law or these rules, until it has completed the proocss of notifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event Ialer than seven (7) business days, after reasonable
detennination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain a link 10 the reporting facility at http://www.fcc.gov/eblconi.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to the public until 7 full business days have passed after notification to UJe USSS and
the FBI except as provided ill pardgrdphs (2) and (3).

(2) if the carrier believes that there IS an extmordmarily urgent need to ootily any class of aIIi:cted
customers sooner than otherwise allowed under paragraph (I), in order to avoid immediate and irreparable
harm, it shall so indicate in its ootifieation and may proceed to immediately notify its affected customers
only after consultation with tile relevanl investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects of sneh ells!omer notification.

(3) If the relevant investigating agency determines that the public diselosure or notice to
customers would impede or compromise an ongoing or potenliaJ criminal investigation or national security,
such agency lI13y direct the carrier 1I0t to so diselose or notify for an initial period of up to 30 days. Such
period lIIay be extended by ti,e agency as reasonable uecessary ill tile judgmenl of the agelley. If such
direction is given, the agency shall uotify the carrier when it appears that public disclosure or notice to
aITected customers will no longer impede or comprOlnisc a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously IOMed on the same reporting facility that COlltains records of
notifications flied by carriers.

(c) Rerordkeeping. All carriers shall n>aintain a record, electronically or in sollle oUter manner, of
any breaches discovered, notification made to Ute USSS and Ute FBI pursuant to pamgrdph (b), and
notification made to customers. The record mlls! include, ifavailable, dates ofdiscovery and notification. a
detailed description of the CPNl Utat was the subject of the breach, and U,e circwuslanccs of the breach
Camcrs shall retain the record for a minimum of 2 years.

The Compally has polieies alld prOCJ!dures in pliJce 10 ensure compliallce "uh Ruk 64.2011. When it is
reasonably determined that a breach has occurred, the CPlVl Compliance Offirer will notify iJlw
enforcement and its customer in the required timeframes. A record ofthe breach will be maintainedfor
a minimum of ttvO years allli will include all information required by Rule 6-1.2011.
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